XanCTeKC

Xancrtekc AKypa

ABapMMHOE BOCCTaHOBEHUE,
CUCTEMA PE3EPBHOIO KOMMPOBaAHUA
N MUTPaUMa Mexxay nnathopMaMm BUPTYann3aumm

[o6aBneH B «kEOMHbBIN peecTp POCCUNCKMX MPOrpaMm And 3MNeKTPOHHbIX BblYMCAUTENbHbBIX MaLLMH U
6a3 JaHHbIX» OT MUHLUMNPPDI



KoMnaHma Xancrtekc

4

a

CodT Mo aBapUMHOMY BOCCTaHOB/IEHWIO,
obnayvyHoMy 63Kany 1 MUrpaLmm Mexxay

naaTdopmMamMm BUPTyanm3aymm:
250K+ MalWMH cMUTrpmpoBaHoO, 60K+ 3aLmLLeHO

KomMnaHumga ocHoBaHa B 2016 roay,
pa3paboTKa n nogaep)xxka s PO

Cpeau Halwmnx KnmeHToB - CoepbaHkK, AHaekc.Obnako, X5 Retail Group, Burger King, M.Bunaeo, CnopTmacTtep




Halwla MUuccus

XancreKc penaet nnatdopMbl BUPTYyanm3aumm
HaaeXXHbIMU U OOCTYMNHbIMW

XaucTeKc



Xancrtekc AKypa: raBHble NpenMyLLLECTBA MPOOYKTa

e OpUMeHTNPOBaH Ha NapTHepPoOB: Multi-tenant napTHepckunm o3Wwbopa,
KaCTOMU3MpYyeMble PONN W OeTanbHble oT4eThl, white-labeling

e PezepBHOe KonMpoBaHuMe (cloud backup) Ha/c nro6om NnatdopMmbl,
aBapunMHoe BOCCTaHOBNeHMe (disaster recovery) n MUrpaumna Mexxay
nnathopMamMm BUPTYyanm3aLmm

XaucTeKc



Xancrtekc AKypa Ha POCCUNCKOM PbIHKE

92K+ MaLUlVH CMUTPUPOBAHO /.\ O

200+ KTMEHTOB NCMOMb3YIOT B MPOOYKTUBE

24K+ MaLLUMH 3aLUMNLLEHO

XaucTeKc




Bakan/ouap (DR) u Murpaumns: nnatdopMbl-UCTOYHUKU U -NMPUEMHUKU
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Xanctekc AKypa - MUrpauma Mexxay
nnatpopmMamMum BUpTyanmsaumm



Xancrtekc AKypa - MUrpaumnsa Mexxay nnatpopmamm
BUPTYyanm3aumnm

o DoHOBad pennnKaumMa BM Ha CTOPOHY-MPUEMHUK
e AreHTCKag MUrpaLmna c BHELLHMMWM areHTaMm 6e3 noTepb OaHHbIX
e TecTmpoBaHMeE MUTPaLMM 6e3 NPocToda NepPeHOCUMbIX CEPBUCOB

e HeorpaHmyeHHOE KONMMYECTBO TECTOBbIX MUTPALUI

o YHUOUUMPOBAHHDIN MOOXOO M MUHMMabHOE BPeMSA MPOoCTOoa Mpn
nepekKItoYeHMM Ha HOBYIO M1OLLAOKY

e Bare metal n nogoepykka opkecTpaLnm

XaucTeKc



Ctagnm Mumrpaumnm

[1naHMpoBaHMe
nepekKyYeHnd
N TEeCTUPOBaAHME

[lepekntoyveHmne
Ha HOBYIO

[looroToBKa U

pennmKaumng

naoLwanKy

- -2- -3-




Ctaonun Mmurpauunm

NoeHTndmnkauma BM YcTaHOBKa
MoproToBka Ha4vanbHaga
AN nepeHoca, penInKaunoOHHbIX
[Pl e pennukauuna BM
noaroToBkKa obnaka areHToB
[NnaHnpoBaHue
nepeKnoYeHns Co3paHume niaHoB MHKpeMeHTanbHble TecToBbIE€ 3aMnyCKM Ha
n
recTHpOBaHHE MUrpaumnm pennukaumm LeneBOM obiake
MepekntoyeHne MNnaHWpoBaHMe OKHa OTKNOYEeHME CEpBUCOB 3anycK MaLluMH Ha MepekntoyeHue
:EOHUZ’:;’E o6cny>KMBaHUS Ha Ha UCXOAHOM NNoLwaakKe, LeneBoM Niowaakxe, KTMEHTOB Ha HOBYIO
nepeksno4vyeHne drHanbHaga pennuka NPUEMOYHbIE TECTbI naowaanky

CpeaHsaa Npoao/MKUTENbHOCTDb - OT 3 40 5 MUHYT

XaucTeKc




NcxopHaa MalmHa

YTteHne
AaHHbIX

AreHT pennvkauum

( )
NcxogHoe oKpy)XXeHue

MNMepepaya faHHbIX

KoHTponnep
Xamncrekc AKypa

ACP
Be6-uHTepdenc
Bbi3oB REST API, UTo6bl Ha4aTb

BOCCTaHOBJ/1IeHMEe MallUH

OpkecTpaTop CospaHue MalUMHbI U3 TOMa

OpkecTpauus
co3AaHuUs pecypcoB
B Lle/IeBOM MalunHe

Co3pgaHue ToMa U3 cHarwoTa

BbizoB V2V ana npeo6pasoBaHus

MNMpumeHseT P2V
v2v P

3anyckaet
Virtual-2-Virtual
vnu Physical-2-Virtual

npeo6bpasoBaHue
MpueMHUK O6na4yHbIN areHT
BcnomorartenbHas
Npepocraenaet MalUMHa B Lie/IeBOM
uHTepdenc ans o6nake. 3anonHseT

nony4vyeHusa AaHHbIX

TOMa-pemn/iIMKu gaHHbIMU

BoccTtaHoBneHHas
MawlMHa

Wcnonb3oBaHue
BOCCTaHOBJI€eHHOro
TOoMa Ang MalluHbl

BoccTaHOBMEHHbIN
TOM

ToM-pennukn

CHanuwort1

CHanuwort 2

CHanuwot 3

~

KVM-opmeHTUpoBaHHbIe obnaka: cxemMa peniamnkKaumm

LleneBoe o6sako

XaUCTeKc




Xancrtekc AKypa -
aBapMMHoOe BOCCTAaHOBM1E€HMUE



Xancrtekc AKypa: aBapUmMHoe BOCCTaHOB/IEHME

e OnNTMManbHble B cBOeEM pofe 3HadeHna RTO n RPO
e [lOMHOCTbIO aBTOMATM3NPOBAHHbIM MPOLLECC BOCCTAHOBMEHUSA OAaHHbIX
o XpaHeHMe TOYEK BOCCTAHOB/IEHNA B O/TOYHbLIX YCTPOMCTBAX

e be3zareHTHag pennmkaumga

e MHOroo6pasume cueHapmeB Mo Kpocc-nnatThopMeHHOM pennnkKaunm m
aBapUMHOMY BOCCTAHOBIEHMIO OaHHbIX

O OTCyTCTBl/Ie NMPNBA3KUN K NMOCTaBLLUNKY

e MHOIonosib30BaTENbCKNIN I_IapTHepCKl/ll;l rnopTasn aJ1id yrnpaBJieHUAd pelleHneM

XaucTeKc



ABalehHOe BOCCTaHOBJIEHUNEe. CXeMa periJimkaumnim

( Llenesoe o6nako ~

KoHTponnep
Xamnctekc AKypa

ACP

4 N\ BoccTaHoBneHHas
McxonHoe oKpy)XeHue Be6-nHTepdeiic MaLuMHa

BbizoB REST API, uto6bl Ha4yaTb
UcxoaHaa MalinHa BOCCTaHOB/IEHUE MaLUUH

OpKeCTpaTop Co3paHue MallMHbI U3 TOMa Ucnonb3oBaHue
BOCCTaHOBJ/IEHHOro
TOMa Ona MalUUHbI
OpkecTpauusa
co3paHus pecprOB Co3spgaHme ToOMa U3 cHarnwoTa

B L,esieBOM MalUUHe
YTeHune

AaHHbIX
Bbi3zoB V2V ans npe asoBaHUA o~
30 Ans npeo6paso BoccTaHOBMEHHbIN

MpumMeHsaeTt P2V ToM

vav
I'Iepep.aua OAaHHbIX
3anyckaet
Virtual-2-Virtual
nnun Physical-2-Virtual

AreHT pennamkaumm

ToM-pennukun

npeo6pasoBaHue
. J
CHanuwort 1
MpueMHuUK OG6naYHbIN areHT CHanwor 2
BcrnomoraTenbHas
Apmrzamamass MaluMHa B LenieBoM
nHTepdenc gna o6nake. 3anonHseT CHanuwot 3
nonysieHna naHHbIX TOMa-peninkn AaHHbIMU
\_ J

XaUCTeKc




XanmcTtekc AKypa: BO3MOXXHOCTU disaster recovery

HacTHoe
DR pewleHue

DR as a service

[oTOBOE pelleHme angd DR 019 KOHKPETHOIo
pa3BepTbiBaHMA DR KITMEeHTa Ha N6on
cepBuca naaTopme BMPTyanms3aumm




MpenMyLlecTBa aBapUMHOIo BOCCTaHOBEHUS

Huskme RPO n RTO — asdpdpeKTMBHbIE 3HAUYEHUS
RPO v MmrHoBeHHOro RTO

MrHoBeHHO€e BOCCTaHOBJ/IEHME BU3HecC-

NMPUIOXEHUM — 3arpy3Ka JaHHbIX YCTPOWCTB
HaMPAMY U3 06/1a4YHbIX MOMEHTasIbHbIX CHUMKOB,
YTO MUHUMUIUNPYET BPeMA MPOCTOA

BnoyHoe XpaHunuule — XxpaHeHne To4ekK
BOCCTaHOBJ1EHNA B 6bICTpOM 6104YHOM XpPaHWnLuie

MHorononb3oBaTe/1IbCKUN MAapPTHEPCKMUIM NopTan

ang ynpasineHund pelleHmMeM — yripaBsJyieHme
BCEMU KITMEHTaAMU N MPOEKTaMM Hepe3 eNHYIO
KOHCOJ1b

MonHbin oxBaT RESTful APl — npocTbie

aBTOMaTU3aulNAd U MHTETPaLUNA C
TeEKYWWMMMUN CUCTEMaMIKN YTTPaBJIEHNHA

MM6Kne oTyeTbl U HOTUPUKALUU —

MoslydeHune nosIHOro otTyeTa ob
MCMOSIb30BaHMM PECYPCOB, HACTPOMKaA
yBEeOOMJIEHMIM O COBbITUAX BCEX YPOBHEM

KacToMunsnpoBaHHoOe yrnpaBfieHue

O0CTYMNOM U ayaAnUTOM — yrpaBreHue
OOCTYNOM Mofb3oBaTens U HasHavyeHune
pacnpeneneHHbIX posie Nonb3oBaTenam
Mpun paboTe C pa3NNYHbIMU pPecypcamMm

XaucTeKc




Xancrtekc AKypa -
cCUCTeMa pe3epBHOIro KonMpoBaHUS
(061a4HbIN 63Kan)



Xancrtekc AKypa: 63Kan gaHHbIX

e XpaHeHMe ToOYeK BOCCTAaHOBIEHNA B TIOOOM S3-MogoObHOM OObEKTHOM
xpaHunuie, NFS/Samba

e [1O/THOCTbIO aBTOMATU3UPOBAHHbIN U M30TMPOBAHHbIN MpoLecc 63kanmMpoBaHUA
e [UOKME MNONMIUTUKM B3ATMA CHAMLLOTOB (MeproanNYHOCTb, MOTUTUKN XPaHEHWA)

e PasnunyHble cueHapUM BOCCTAaHOBMNEHMSA OaHHbIX M3 CHAMLIOTOB

e MHOronosib30BaTeIbCKMM MAaPTHEPCKMI MOPTaN 419 yrpaBieHna peleHnem

e JexHonornmmn WAN-onTuMmM3aumm n genynimkaumm gaHHbIX

XaucTeKc



Bakan gaHHbIX: cCXeMa perJimMkauninm

NcxoaHaa MalimHa

YTeHne
AaHHbIX

AreHT pennmkaumm

e R
McxooHoe oKpyXKeHue

MNMepepaya faHHbIX

-

KoHTponnep
Xancrtekc AKypa

ACP
Be6-uHTepdenc
BbizoB REST API, 4To6bl Ha4yaTb

BOCCTaHOB/IeHUe MalluH

OpKeCTpaTOP Co3paHue MallnHbI U3 TOMa

OpkecTpauuda
co3faHUAa pecypcoB
B Lle/IieBOM MallunHe

CospaHune ToMa U3 cHanwoTa

Bbi3oB V2V anga npeob6pasoBaHus

MpumeHsaeT P2V
vav P

3anyckaet
Virtual-2-Virtual
mnu Physical-2-Virtual

npeo6pa3oBaHue
NMpueMHUK O6nayHbI areHT
BcnomMoratenbHas

MNpepocTtasnsaeTr

MalluHa B UeneBoM
obnake. 3anonHgaeT
TOMa-pern/iMkKu AaHHbIMKU

nHTEepdemnc gnq
nony4YyeHuUs AaHHbIX

LleneBoe o6nako

BoccTtaHoBneHHas
MallnHa

MNcnonb3oBaHue
BOCCTaHOBNEHHOro
TOMa AJ19 MalUnHbI

BoccTaHOBEHHbIN
TOM

Bno4yHoe XpaHunue

CHanuworT 1

CHanuworTt 2

CHanuwort 3

XaUCTeKc




MpenmyLlecTBa 63Kana gaHHbIX

O6beKTHOE XpaHUNULLE — XpaHeHMe ToUeK

BOCCTAaHOBMEHNSA B SKOHOMUYECKMU
3PPEKTMBHOM ropayveM M XOST04HOM
0ObEKTHOM XpaHunumule (S3, Samba, NFS)

TexHonorna geaynnamkKaumm gaHHbIX U

OOJIFTOCPOYHbIe HacTpanBaeMble MOJIMTUKU
XPaHeHMUAa AaHHbIX — ONTUMU3NPOBAHHOE
MCMOSIb30BaHMe PecypCcoB NyTeEM YHUKAMbHbIX
TexHonornm geaynnmnkaumm. Mokme
MONMUTUKM COXPaHEHMA MOMEHTaSTbHbIX
CHUMKOB

Multi-tenant napTHepcKaa naHenb

ynpaB/ieHUsa — yrnpasneHme BCeMU KIMeHTamMm
M MPOEKTaMUn Yepes egnHyo KOHCO/b

MM6Kune otyeTbl U HOTUPUKALUU — MOSTyUYEeEHNE
MOJSIHOIo OoT4YeTa 06 MCMNOb30BaAHUKM PECYPCOB,
HaCTPOWMKa YBEOOMITIEHMM O COObITUAX BCEX
YPOBHEN

KacToMunsmnpoBaHHoOE yrnpaB/ieHUue

OOCTYNOM U ayaAUTOM — yrpaBfieHne
OOCTYMNOM MoJib30BaTeNd U Ha3HaveHue
pacrpeneneHHbIX ponewr Nonb3oBaTeNAM MNpPU
pPaboTe C PasINYHbIMK pecypcamMm

MonHbin oxBaT RESTful APl — npocTbie

dBTOMAaTUN3aUUNA U MHTETPaUNA C TEKYLLMMHA
cncreMaMm yripaBrieHNH

XaucTeKc




KnneHTbl U NApTHEPDI



Xancrtekc AKypa: npenMyLLecTBa

NMapTHepbI

MuUrpauma Mexkay 1tobbiIMy POCCUNCKUMI U
3apyb6exkHbIMK NaTdopMaMm BUPTyamn3aLmm
M BOCCTaHOB/IEHWE OaHHbIX

[OTOBbIN K 3alycCcKy cepBuVC /19 KOHEYHbIX
KITMEHTOB

MHOIrononb30BaTENBCKMM MOCTOAHHO
OBHOBMAEMbIN nopTan ad KIimeHTOoB

[MpOoCTOTa pa3BepPTbIBaHUA U MPUBIeYeHUd
KNTMEeHTOB

JTlydLmnm napTHEPCKMIM NPANCUHT

KnmneHTbl

[MONTHOCTbIO aBTOMATM3MPOBAHHAA MUTPALLMA Mexxay
nnaTtpopmMaMm BUpPTyanmsaumm, bbicTpoe
Pa3BepPTbIBAHME areHTa Ha Thicadax BUPTYaTbHbIX
MalUWH

[Nopaep>kKa NobbiX POCCUNCKUNX L 3apyOEXHbIX
nnaTtdopM BMpPTYanmlauymm, Bratodasg KVM m
PU3nYeckme MallmHbI

Kpocc-nnatdpopmMeHHOe BOCCTAaHOBMIEHWNE AAaHHbIX C
onTUManbHbIMM 3HadeHaMm RPO mn RTO

HeorpaHmnyeHHOe KOIMYeCTBO TECTOB MO MUTPALUM U
aBapuMMHoMy nepeknyeHuto (failover)

O6beKTHOE 1 BI0YHOE XPaHUAMLLE - OelleBble U
ObICTPblIE BO3MOYXXHOCTU XPaHeHMa OaHHbIX

CooTBeTCcTBME NyyLllmM cTaHgapTam NT-6e30macHOCTH

XaucTeKc
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[TpnnoXxxeHune




ABapunMHoe BoccTaHoBeHue (disaster recovery)

e Pennukauma KNMeHTckom IT MHPPACTPYKTYpPbIl (PU3nyeckom m MUHMManbHbIE 3Ha4YeHUA
BUPTYarbHbIX MaLLWH, ceTel) 1 >kenaHme BOCCO34aTb RPO 1 RTO o4eHb BaXKHbI
MHPPACTPYKTYRY ONna 6ecnepebomHoOro PyHKLMOHMPOBaHMA Ans busHeca
KIMTMEHTCKOro Bn3Heca C MMHMMaAlbHbIMW 3a4€PXKKaMu
COrflacHO NpegBapUTENbHO MOArOTOBMIEHHOMO CLIeHapMd

e KoHeuHadqa Touka BoccTtaHoBneHUus (RPO) — BpemMa Mexay
nepumogamMm pennmKaumMm mnm MakCMMabHbIM pa3Mep daHHbIX,
KOTOPbIMU KITMEHT FOTOB MOYXEPTBOBATb B C/ly4Yae aBapum
(McumcngaeTca B ceKyHaax, a He B 4Yacax Unm gHsX)

e KoHe4yHoe BpeMa BoccTtaHoBneHUsa (RTO) — BpeMsa mexay
peakumnem Ha aBapmto M BOCCTAHOBIEHNEM MHDPACTPYKTYPHI.
OObIYHO 3TOT NapaMeTpP aHaANM3UNPYETCA B PaMKax OgHOM
MaLlUWHbI (MOYTKN HYfIeBOE BPEMEHHOE 3HaYeHMe)

XaucTeKc






